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1.8 E

KNX IP 20, B—1%&A KNX BREFEHRRLIZITH, BTRIUARNS KNX REZEVER,
KNX $R3GBIE WL A LR IZ A HE BRI EHIM B LIS EE .

ZIEE T KNX T2 (KNXnet/IP Security), i5£% 3.3 &,

ERIAIRED, LIAMAR PC EEXT KNX BLEE#HITIEAM T, HIa0&E PC Ry ETS M4
KNX B S EYIEME, BBESH, 3 KNX EERTIER, REAKES,

KNX IP #OBIEITIXNHREE KNX B4ME, FREMBBRMHE, SArEREEET KNX EinF
EE, KNX IP #O@E AR ERINEE O RIAS SEIS LIKMAYER, ZHEE 10/100Mbit/s Bi&R.

KNX IP #2089 IP it S5 EC AT LA DHCP & B F DBV A e NRKA DHCP HES IP #itk, %
FALUEWSR B DHCP ARSS2R1R1ERY 1P sttit; SNRZBFohoEC IP ik, Al@d ETS Mig&HEE—1 IP
Hitik,

KNX IP #2[032#F UDP/TCP kX, #®S5 7 3671, X#F 51 KNX IP R imkEiE, EEE 3.2 B,

YRR S BL A e B M BVIR T RT LUE A 8 knxprod MR T2t TRIRH ETS (R4 ETS5 &
PAERRAS) #4170

KNX IP #Z ORI L RIGE, T HBELXEIEEMEPR, RIEEN607151%it, AeR&EE 35 2K
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XAFMABFIFANRETEXT KNX IP EONKARER, GREREMNGZET, HBEAELMR
EFRRIG) FARRE T aNfaI 5.

B EARZHEHEE T 1%EE (Realtek PCle GBE Family Controller) 3 Ei#{ T2, MR, &&tF
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3.ETS RS SHIGE HEH

3.1 8¥igBE R | "General”

“General"ZEISEREINE 3.1.1 FiT. XEREREER, BIEREMBEATZR, TIER, DNS

AR55 250

-.-.- IP Interface with Secure > General

General Company Mame

Project Name

DMS server 192,198.1.1

IP Settings
Configuration in ETS windows -»Properties <-
Device name: Device --» Properties --» Settings --> Name

IP addresses: Device --> Properties --> IP

& 3.1.1 “General” 2¥XBERE

231 “Company Name (30 char.)”

XNEHISBIREMBARNEZN, KRETBWA 30 MFT.

Z 2 Project Name 130 chai:y’

XN BHIRBEIREPNE TIZRRT, &REAHA 30 MNFMF,

N NS SErvet:

XSG E DNS ARS8ttt

=0 1P settings:..”

Configuration in ETS windows-->Properties



GVS K-BUS KNX/EIB KNX IP $#£[]

£ ETS EME O IP ig&#1T IP FEXSHEE

Device name: Device-->Properties-->Settings-->Name

BILTE ETS RIRBERMEOPRNIRERM, WNTE 3.1.2

REBMATIRG LAN EXig&E. flW, HNTTLUBLZREAERMENGEEBTP, UEERZMTE
BEHITIRAo

A RSERTVET 30 NFRAMBABIGEF, HREBOBBE,

£ Properties >

s @8 o o

Settings Comments  Informati...

=

Napie-
QF‘ Interface with Secu@

IndvidGaT AT

Description

Last Modified 2022/5/16 16:44
Last Downloaded -

Serial Number

Secure Commissioning

U Activated -
BE Add Device Certificate

Secure Tunneling

Deactivated =
Status
Unknown -
3.1.2

IP addresses: Device-->Properties-->IP

IP it IP BMEEOFESE, TE 3.1.3, EX IP #iitFFREVE @ DHCP, 2S5 Ao
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£il Properties > il Properties »
e ] 1'=| e =
Lr | g‘ e W =] I—_Vl @
Settings P Commen... Informat... Settings IF Commen... Informat...
(O Obtain an IP address avtomatically | Obtain an IP address automatically
Use & static IF address O Use a static IP address
MAC Address IP Address
Unknown 255.255.255.255
Multicast Address Subnet Mask
22402312 255.255.255.255
¥ Commissioning Password Default Gateway
Q5:3e"Yp 255.255.255.255
T MAC Address
' Authentication Code Unknown
J5q5<sG Multicast Address
22402312

W Commissioning Password
Q9:3e"p

W Authentication Code
j5q5<5,G

3.13IPIKE

Obtain an IP address automatically: EZIIREX IP sk, EERIAIKE S, KNX IP #2[OH DHCP fR%
J/OEC IP Hilk, ZARSI/EI MGEPE— DTN IP MR ER, MRMLEHEH DHCP ARS8,
wRERTERIE,

Use a static IP address: fEFFZ IP #itlk, INRMEFIZHE REE DHCP ARSS2ENE IP ML IZREF
AL, MaETUEEDE NGRS, HEERS P HtE, FHERESIREEWREIRER IP #itt, FAC
B A IERFRIAEREAEIAN X,

MAC st T &5 MIZ & HIREL

R4 &k (Multicast Address) /g 224.0.23.12, RAIEX,

181X %55 (Commissioning Password) #1238 1F 53 (Authentication Code)7E KNX %211l (Secure

Commissioning)ZU&ERT A BI L, 7E IP BX&E(IP tunneling) &Rt B2 A E,
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3.2 & A A% (tunneling) IR SS 22 98

KNX IP O 4 5 MM, W0FE 3.2.1, BAFREEE, thBEREEO (ETS) ,
EE AR Fin (Visualization) , F4/1 APP (Smartphone), FiREBfx(Tablet), 24T & (Bus tool)

F

4 "W 1.1.1 1P Interface with Secure

s 1.1.2 IP Interface 1
s 1.1.3IP Interface 2
s 1.1.4 IP Interface 3
s 1.1.5 IP Interface 4
s 1.1.6 IP Interface 5

3.21

S BEEENYIEMIE RIS E R E O HITE, Bel Y n s ShirENR, #f
SER—£%Z %M. 7 ETSS A, EAIGEHEYIEMILE, ZEENE 5 NSNS B hH A
LEMREEE.

NRAIBLRFE D ECpIERHE, MBCE “Park” (WITE 3.2.2) , MATEHFZZFEFZW LI
15.15.255, WIRFABERIBEEER “Park” , BRAFRBRIBEEERIG D ECHINE 15.15.255, (15.15.255 @K%

ECHIEHE i S RYERIN AL

| y o @
CES X Delete ‘ Download | ~ 0¥ Highlight Changes Defau = Sett.lngs Comm.. Inform...
- N
j B ez 1.1.1 IP Interface with Secure > General il
[ Dynamic Folders IP Interface 1
4 'ﬁ 1.1.1IP Interface with Secure General Company Name
b1 e )
I 1.1.21IP Interface 1 Project Name
b 113 1P Interface 2 Description
k114 1P Interface 3
U 115 1P Interface & DNS server 192.198.1.1

s 1.1.6 IP Interface 5

3.2.2

ok, BB E R AT LI KNX RE#HITINE , B 5o3UE “Secure Commissioning” , EUEUE “Secure
Tunneling” , W& 3.2.3, #E “Secure Tunneling”/a, S MNEEEENZBERE ETS HIEET, NE

3.2.4, AR ALRIEREE U EL,
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. 5L @
X Delete ¥ Download | ~ Highlight Changes ] P Com.. Infor
i N
[FT Devices 7 1.1.11P Interface with Secure > General ame — .
IP Interface with Secur
= Dynamic Folders IP Interiace with Secure
4 "W 1.1.11P Interface with Secure General Company Name Individual Address
AL 11.21P Interface 1 ; EER Park
Project Name
&b 1.1.3 1P Interface 2 Description
i 1L141P Interface 3
b 115 1P Interface 4 s iEerven 19219811
b 1161 Interface 5
1P Settings Last Modified  2022/6/20 10:38
. o G 2 Last Downloaded -
Configuration in ETS windows ->Properties<-
Serial Mumber &
Device name: Device —> Properties —> Settings —> Name
1P addresses: Device —» Properties —> [P SeguesCommissioning
W Activated ]_ ¥
Add Device Certificate
Secure Tunneling
:
Status
Unknown -
323
Devices ™ ~ x
¢ 5 @
d 5| v X Delete W Download | ~ Helo A Highlight Changes D o Settings ~ Comme.. Informa...
o i Name
Devic * 1.1.11P Interface with Secure > General
5 Dynamic Folders 1P Interface 1
4 i 111 1P Interface with Secure General Company Name Individual Address
&b L121P Interface 1 ., 1 2. Park
Project Name
el 113 IP Interface 2 Description
e 1.141P Interface 3
b 1151 Interface 4 DNS corver 192.198.1.1
e LLEIP Interface 5
1P Settings
Configuration in ETS windows ->Properties<-

E3.24
HEIMBEEEHEZE, FoEE “Secure Commissioning” BY, SIRRIROEIMBZE, NTE

3.2.5, MIRTEBEMBER, B EBE “Secure Commissioning”

3 Set Project Password

To ensure secure communication, you must provide your
project with a password so the stored keys in the project are
protected. Select Cancel to use not security at the IP Backbone
in this project,

A good password should consist of at least eight characters,
at least one number, one uppercase letter, one lowercase
letter, and have a special character.

Mew Password
[ o

Confirm Password

Cancel

3.2.5
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3.3KNX &&¢

KNX IP #OR—RFTE KNX R2tmER KNX &%, 52, #&EAUMLT2NARBANIETT, H#
BBE (Tunneling)ZE#ZE 2 AT LUIDZRRY,

Hit, FIgEERHRESAEEATER:

+ B KNX Z2ESNNERGE, YALADEHMBEZEN, XRRIPDE RZREFZNAI,

BREAAREFERENM S ——EBERTEHRREE BIEE KNX thEla ST EhRE) !

REMEED, FHEHBALEEIART,

<+ AR KNX Z2iE (BXTH) BEE—REHEHE. L&A (FDSK = B AAKEER)
BEEERENEOME L, KTEERXTHZARKESAN ETS!
< BRTHIRER, ETS FRTA—EO, #T-AFRAES, WTE 331,

AL BT LAGEA QR HAEMNMIRE LRI (%)

E':\%E! Add Device Certificate

This device is configured for secure commissioning but its device certificate is missing.
If you do not have access to this information now, you can either skip the download or
deactivate secure commissioning by selecting "Plain”,

1 Nocamera found!

Plain Skip download | |

3.3.1 Add Device Certificate window

> IS, FTBEREIREEREFI LTSN ETS,
IREET B B ImBY “Security” IR T5E, W TE 3.3.2

WA UEINB H, AERNISEHRINEE “Add Device Certificate” , #1TFE 3.3.3,
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Overview Bus Catalogs Setl‘ir;gs
Projects | Archive ETS Inside Test Secure demo Import Date: 2022/4/27 1649 Last Modified: 2022/5/26 13:5%
+ 7 L | L Details Project Log Project Files
Name Last b
Test Secure demo 2028 Export
Test Project Push button senser Plus with Secure 2022/
2022/ Device Certificates
2022/
2022/ Serial Number +  Factory Key (FDSK) Device
KNX Smart Touch with push butten, 3-gang_VL.1 2002/ 0085:25110029 1B188D0478CCA0TELCTAEFSABBBAS4BE  1.1.1 IP Interface with Secure

3.3.2 Add Device Certificate

A O % :

ich L)

Settings Comments

o

X Delete W Download | * Help Information

¥ Highlight Changes v
@ Devices
= Dynamic Folders

& 1.1.1 1P Interface with Secure

1.1.8 Push button sensor Plus with Secure, o
1/2/3/4gang > KNX Secure button sensor Plus with Secure, 1/2/3/4gang
Individual Address

KNX Secure

» P 1.18 Push button sensor Plus... KNX Data Secure * || &5 e
General setting KMX Data Sec [esriion
unauthorised
installation.
Temperature measurement -
ETS can active¢
Rocker 1 ° Last Modified  2022/5/26 13:52
Rocker 2 Device certificate 25t Downloaded -
Serial Number 10085:25090002
(i} The device ce
Recker 3 ecurity functic ¥ Secure Commissioning
3 »
Activated
Group Objects Channels Parameters LJ
T e dd Device Certificate
iagnostics ~
. — Status
= Monitor Siatt T < Unknown

3.3.3 Add Device Certificate

¢ gE LAWK FDSK M, HAP—PALUATFHENXE, m— M UREERE L.

NIRRT FDSK, WEBEERTAE KNX REEN TRIFRS.
FDSK R F#AEE, 7EMAYYA FOSK 5, ETS S ECHNER, WTE 3.3.4,

RYREEENHEHBIREN (1N, MRIREEZEAEN ETS MERFER) , AFEBRERVSA

FDSKo,

Adding Device Certificate

S

This device supparts secure commissioning.
If you have the certificate of the device available, you can scan the QR code or enter it
now.

g

iE FDSK:0085:25110029
TH  ACCSKE-IAFENR-
RDIEPD-GEA7Q-
02HvV0-EGSSS57

[ :_4-;}

1 No camera found!

I FDSK  ACCSKE - IAFENR - RDIEPD

=rv | |

- GEATQ4 - Q2HWO

¥ 55 Serial Number 0085:25110029
ETS 4-fiil KeyFactory Key  18183D0478CCA07EICT68F5ABAR59485

Cancel

334

10
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w5

MR HIBEZE AR SIS, FTEERERNILSE, EHRETHI— I HENEEN, SHIU
TiRR, B335k, =ifiyes, =¥ “Add Device Certificate” BIE O, MAFTIREFAIVIE FDSK, B
FEFEMREIL IKE WRIIKENDEREMNKEVNAEE,; REWMERT, NEE, [TUHIMA

%gi%j:El—_T_\, 3.3.5 E) ) Zi—ﬂLX-FﬁEEIjJO

1.1.8 Push button sensor Plus with Sec...
Device is secured with a key not known..,

il If you are sure you opened the correct...

o vownioad _,_'_:g_l:.l_ can get access agam by performin...
Drevice is secured with a key not

known within this project.

The device in the programming mode is not  ~ If you are sure you ops

the same as the device previously 4

programmed with address 1.1.8. If the device

correct project and have the
device certificate available,
you can get access again by
performing a factory reset on
the device according to the

Ves N preduct documentation.

(5]

3.3.5 =fl

BRER—IEFRFRLE, TREA—KREFFHIFTRNIRES, WBAFXH2RMN: EEIGE
B I&E, EM9ES FDSKo

GETHZE, 172 “Add Device Certificate” Lk, RRIIEEFMNZRIAE DB,

¥ Secure Commissioning

W Activated b

Secure Tunne;lng

Deactivated -

Status

336

ETS £ EREH:
FLRIEEESHZRAMER (Fin, MREFEFImEERDEF—NFE) , 00FE 3.3.7, SHH

X fE45% 79 .knxkeyso

11
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Test Secure demo Import Date: 2022/4/27 1643 Last Mc

Details Security Project Log Project Files

Export

I Export Keyring
Device Certificates
o= Add
Serial Number *  Factory Key (FDSK) Device
0085:25090001  F25370641BECLAAFFO73TBDEOFOB2CEE
0085:25020002 65175BEDTABE206A368ABE2A64B9350C 1.1.8 Push button sensor Plus with Secure, 1/2/3/4gang

0085:25110029 1818300478CCA0TELCTEEFOABRERCAEE  LL1IP Interface with Secure

337

ETS iEZ IP &Rl
R IPIGE, ERED—NREE (IRt 1.1.2) , S5 Test [, BHZBIWIFEEAE (&
B E TETR IPIREERMHETS) , WARRMEBIEE, s OKfGE, Test IRH=HSHI Ok

Fi¥, =i Select BIAIER £, BTN TE 3.3.8 Fimo

Current Interface @ < [P Tunneling

1 1LL1IPInterface with Secure "
Individual Address: 7 ame

1P Interface with Secure
4 Configured Interfaces 4 Add X import. X Export.
Host Individual Address

g 0.0.00:3671 111
4 Discovered Interfaces Individual address
s 1.1.0 GDF407 IPRouter 192.168.127.33:3671 1C:87:76:91:10:80
IP Address

b 15152 1P Interface Secure N 148/23  192.168.195.87:3671 DOOEBC00BHFR

192.168.192.241
4 1111PInterface with Secure 192.168.192.241:3671 1CE7:76:91:10:A0 ,

ort
& KNX USE Interface (Video-Star) r
%’ KNX USE Interface (Video-5Star) MAC Address
B Realtek PCle GBE Family Controller  224.023.12 40:BD:5COAL0ET 1C:87:76:01:10:A0

12
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?_i? Properties
G L @
Settings P Comme... Informa.

l _ Obtain an IP address automatically

Q) Use a static IP address

This connection is secured

1P Address

Please enter the login data:
ioning Pas: 192.168.192.241

Commissioning
Subnet Mask

Authentication Code (optional) 2552552480

Gr 35CKXnH D Default Gateway
192.168.192.2

MAC Address
1C:87.76:91:10:A0

Multicast Address
22402312

. Commissioning Password

Good
W Authentication Code

Good

Current Interface @ < P Tunneling

Name

1P Interface with Secure

4Configured Interfaces 4 add X import. X Export.

Host Individual Address

U= 00.0.0:3671 111
4 Discovered Interfaces Andividul Acidiess
112 Address free? |
oL 11.0 GDFA0T 1PRouter 192.168.127333671 1C87:7691:108D
1P Address
b 151521P nterface Secure N 1. 192.168195873671 0C:0E8C:00BI:FE
192.168.192.241
ol L11TPInterface with Secure  192168.19224136.. 1CB7:7691:10:A0
Port
@& KNX USB Interface (Video-Star) -
& KNX USB Interface (Video-Star)
MAC Address
BB Realtek PCle GBE Family Contro.. 22402312 408D5CIALDET R

3.3.8 IP BEERTAI
& 3.3.8 9, R “Secure Tunneling” FEUE, FREOEEN, THRERANRXBHEMIEIESE;
IR “Secure Tunneling” BUE, EEM ETS SR RN EIR BB EIEE.
MBEXE, AT IPEOEBENH RE, BERAE 4ETH EE,
A ERIBTFI KNX R2G&E#H1THER USB OMYBAZRF “Ki” , BN ETS SHI THKK

R’ WTE.

13



GVS K-BUS KNX/EIB KNX IP $#£[]

1.1.1 IP Interface with Secure

.......
The requested operation requires that the local interface, the remote
device and any couplers in between support long frames.

Connection: K-BUS USE Interface(RF} (Video-5tar)

Start 17:51:02

End: 17:51.02

3.3.9

3.4 IFHIS&
BETLUEB A EE, BFEE— 12285, AU FETUTEE:

HIRETE KNX RERIATIETH, IBES ETS fASHUAIRE D B 0 B PR HEHEEIRZA

B, ARl ETS BEER,

[t

ZIRE A LUET ETS EARIRE I E R AR R TS EREH,

HSR AR
. P HHLD 1P EEBHRE
« BB (Tunneling) FRS RAEIHRMIE, EENEFREH \BREBNWIRE (NEREH=H
1)
. ETS SEMETERES, NEFFRETBEE FDSK

o VPIEMIUERA R EE

ENE Yt FIEFr:

 REREENH RS

- EEEEEZE FOSK, BRIFEERVEHIME SR, BIREH FOSK HEETHES, NWaElE
EEMRERED.

14
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3.5 EIGEER

BENREE S REERIRERENTE F#HT, EFIRE-A#EE-info-device info, YITE,

[ ]] LAEWILES 7 LTI e ILJELL FURCL]

= Cynamic Folders

b B 1.1.1 IP Interface with Seque

t Download ’
Unload U
O info 4 '@
¥1 Reset Device Cirl + R Device Info (With Group Communication)

3.5 RREER

15
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4.H BB

KNX IP 2O BRIBGASEUREW T .

YpEERhht 15.15.254
15.15.241
15.15.242

IP f%iE (IP tunneling) EREHIYIIE N 15.15.243
15.15.244
15.15.245

P &

IP it 192.168.2.200

F MRS 255.255.255.0

FRIAR K 192.168.2.1

LUHRERE IPHUE, IBIEEIREFIW KE.

EEREFIH EENREREDNT:
KIGRIEIRHLT 470, KR 4%, BERMFAFERNT 31, LAN. KNX MRzt miTEXiE, ARG
LAN. KNX {5 RiTMEERETR, KEHANER, ERTHERIAMERHKE,

BX FDSK (HBINREZER) WESER, BSHE 3.3 EKNX K&,

16
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5. AL E

WAL E @B IEA B IP Ut MIREER, ARRSE. *: UREEEETZE, WAEEETH

TUmENEREM LR EHREFREE.

FEM DU S BRI NIRERY IP BRI N IP B OMMTIEESRE, WTE 5.1 Fim.

= | B ) |

@ KNXnetlP Secure Setting x | +
3 C @ F== 1921682200 * 8 0

Device Name: IPInterface Secure

Software Version: 1.1.0

Firmware Date: Jun 822 11:44:54

MAC Addr.: 1C-87:76:91:10-B5

IP GetMethod: "

(DHCP=4)

IP Addr.: 192.165.2.200

Subnet Mask: 255 255 2550

Gateway: 192.166.2.1

Save And Reset
Select the firmware: PRI | IR
Upload
3

5.1 1P EOMREESRE

@® Device Name: ERHEIGEIZEZM.

@ Software Version: Z/RIEEEH () ks,

@ Firmware Date: ERi&&EE B,

@ MAC Addr.: 27 MAC #thiit,

® IP GetMethod: IP It AYIREX S . EIREN 18, RREE IP #itk, AITE THRNBEXH IP
bk, FROSEMIAME; EIRERN 4 89, |PHEET DHCP ARSS 28 B 54 Ao

® IP Addr.: 2REEIRE IP #itlh,

17



GVS K-BUS KNX/EIB KNX IP $£0

(D Subnet Mask: ERE{&E1%E FWiEH,

Gateway: ETRIHEIREEIAMK,
A RAERE IP MG ER, FRRESISERWEIRFEN IP thit, FNEESIEHNTMEEMR
INX, BUHNART MIECE R,

© [Save And Reset] : EXIRETHGE, REbtIRH#ITHREHES, NMIBEZEWNE 5.2 FF

THRE, RRSEETER, ERTAEMITENREIZEERE. MR IPMUFER, WESMA

FEY 1P LA BT LA RGHE NECE SR o

— =] % |
@ KNXnetlP Config X o+
o C @ A ==£ | 192.168.2.200/config.cqi & &8 O

The device will boot in 3 seconds.

5.2 EHNER

Select the firmware: ItIHEEAFAHLRIRENE . REiEH [EFEXMH] EFARIRENES

(bin) , AEBREHE [Upload] , BIEIMHIKEHRITALR, ALMINETRIE 5.3 Fiko

| O )
@ Noticeiupgrade successfull x A
& C O F==| 192168.2.200/uploadcgi ¥ O O

Firmware Upgrade successful!

5.3 EfFFARERET

Rn: ERPAAEISIC IP thitkt, TRESEBERE&MEINH EE (FRE 4 EW) , EigE

8 1P it E RIFAIAMAE 192.168.2.200, FAF/TEN IR LEALL IP #HIbH# NIGEHNNREER@, &

IPIZE, REFEA,
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